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Global Navigation Satellite System (GNSS) i1s widely adopted in most
applications requiring autonomous navigation, as it provides accurate
measurements of a robot’s position with limited hardware and computation
requirements. Yet, recent studies and real world incidents have
demonstrated that GNSS readings can be easily corrupted, for instance, by
jamming the receiver unit or spoofing the transmitted measurements via
unauthorized GNSS transmissions. In the presence of attacks, success of
autonomous navigation is not guaranteed in most scenarios. In this paper
we put forth the idea of planning a robot’s trajectory and exploiting
additional sensors to account and limit the effect of attacks against au-
tonomous robots. In particular, we consider a robot equipped with a GNSS
sensor and a Radio Signal Strength Indicator (RSSI) antenna, which pro-
vides the robot with an estimate of its distance to a radio station. We con-
sider an attacker capable of arbitrarily spoofing the GNSS measurements
and altering the robot’s input commands. We analytically characterize the
class of undetectable attacks, that is, the attack signals that alter the robot’s
nominal trajectory and that produce GNSS and RSSI measurements com-
patible with the robot’s nominal trajectory. We quantify the largest pertur-
bation induced by an undetectable attack, and we show how the robot’s
nominal trajectory should be designed to guarantee secure navigation in the
presence of attacks. We illustrate our results through several numerical ex-
amples and experiments.



